
1) shopify.app.toml configuration
· Make sure they have a TOML and that it’s linked:
· shopify app config link
· In shopify.app.toml:
· client_id = "..."
· name = "..."
· application_url = "https://their-app.com"   # no /api/... at the end
· embedded = true
· 
· [access_scopes]
· scopes = "read_products"                    # or whatever real scopes they use
· 
· [webhooks]
· api_version = "2025-01"                     # or current
· 
· [[webhooks.subscriptions]]
· compliance_topics = ["customers/data_request"]
· uri = "https://their-app.com/webhooks/shopify"
· 
· [[webhooks.subscriptions]]
· compliance_topics = ["customers/redact"]
· uri = "https://their-app.com/webhooks/shopify"
· 
· [[webhooks.subscriptions]]
· compliance_topics = ["shop/redact"]
· uri = "https://their-app.com/webhooks/shopify"
· Then:
· shopify app deploy
· shopify app info
They should see the 3 GDPR topics under Webhook subscriptions.
If not: shopify app deploy --reset.

2) Endpoint actually reachable from the internet
· URL in TOML and actual route must match exactly:
· POST https://their-app.com/webhooks/shopify
· No redirect (301/302), no HTTP → HTTPS bounce, no auth.
· Returns 200 OK for valid calls and does not crash on unknown topics.

3) HMAC verification implementation
In their app, they must verify the HMAC header exactly like Shopify docs:
· Read raw request body (string, not parsed JSON).
· Compute:
· const crypto = require("crypto");
· 
· const hmacHeader = req.headers["x-shopify-hmac-sha256"] as string;
· const digest = crypto
·   .createHmac("sha256", SHOPIFY_API_SECRET)
·   .update(rawBody, "utf8")
·   .digest("base64");
· 
· const valid = crypto.timingSafeEqual(
·   Buffer.from(digest, "utf8"),
·   Buffer.from(hmacHeader, "utf8"),
· );
· If !valid → respond 401 and log.
· If valid → process and respond 200.
Automated check “Verifies webhooks with HMAC signatures” will fail if:
· They’re verifying with the wrong secret, or
· They parsed the body first and lost the exact raw string, or
· They don’t use a timing-safe compare.

4) Manual test to simulate Shopify
· Use a small script to generate HMAC and curl the endpoint:
· // hmac-test.js
· const crypto = require("crypto");
· 
· const secret = process.env.SHOPIFY_API_SECRET;
· const body = JSON.stringify({ test: true });
· 
· const hmac = crypto.createHmac("sha256", secret)
·   .update(body, "utf8")
·   .digest("base64");
· 
· console.log("HMAC:", hmac);
· console.log("BODY:", body);
Then:
node hmac-test.js
curl -X POST https://their-app.com/webhooks/shopify \
  -H "Content-Type: application/json" \
  -H "X-Shopify-Topic: customers/data_request" \
  -H "X-Shopify-Hmac-Sha256: <HMAC_FROM_SCRIPT>" \
  -d '<BODY_FROM_SCRIPT>'
· If they get 200 and see logs → wiring + HMAC are good.

5) Retest in Partner Dashboard
After TOML deploy + verified 200/HMAC:
· Uninstall app from test store
· Reinstall
· Click Run on the automated checks again.
If all 5 points look good and it still fails, that’s when they open a Partner Support ticket with:
· Their TOML
· shopify app info showing the 3 topics
· Logs of a successful manual GDPR webhook with valid HMAC.

